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Ik sta hier op eigen titel





So, where are we?









One apparent target is 
information relating to lawful 
federal requests for 
wiretaps, according to U.S. 
officials. “There is some 
indication [the lawful 
intercept system] was 
targeted,” the security official 
said. But the hackers’ access 
was broader and may have 
included more general 
internet traffic coursing 
through the providers’ 
systems, they said.





Het onderzoek laat echter ook zien dat een beperkte groep systeembeheerders die toegang had tot de 
systemen, niet over de vereiste Verklaring omtrent het Gedrag (VOG) en een geheimhoudingsverklaring 
beschikte. Deze personen hadden bovendien geen persoonlijk account. Daardoor konden hun individuele 
handelingen niet goed worden gevolgd en geregistreerd.''





Do you think our lawful intercept 
systems are safe?
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We see >100 major fixes/week

These issues had been there for years

Not anywhere near done, we get 100 new 
problems/week!
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We counter this 
with the 

anti-phishing 
training



"Unfortunately we have fallen prey 
to the myth of techno 
exceptionalism. We don't have a 
cyber security problem – we 
have a software quality problem. 
We don't need more security 
products – we need more secure 
products."

Jen Easterly, former Director of the 
US Cybersecurity and Infrastructure 
Security Agency



Let’s head to the cloud 
then?









Computer security is pants. 
And if you outsource your 
systems, your security will 
be pants somewhere else. 
Except now easier to 
ignore.



Confidentiality
Integrity
Availability

Not just about our privacy.





https://www.cisa.gov/water





How did we get here?

● Amateur hour
● For dangerous chemicals, industrial plants, power plants, we’ve developed rules 

and legislation
○ Over the centuries
○ Pre-Titanic, everyone could just design a ship

● We’ve moved to computers faster than we could craft rules
○ And we’re still not ready

● Security is not something that gets you a promotion
○ Best you can achieve is “not fail dramatically”

● Boards of directors in The Netherlands and Europe are mostly devoid of technical 
knowledge

● Boards therefore prefer to outsource

● NEW: Legislation like NIS2 directive (NCSC), CRA (RDI), DORA, PLD…







Meanwhile…







The researchers soon 
discovered that the 
compromise of the key 
was just the beginning of 
a much bigger 
supply-chain breakdown 
that raises serious 
doubts about the integrity 
of Secure Boot on more 
than 300 additional 
device models from 
virtually all major 
device manufacturers



“The initial infection vector 
does not appear to leverage a 
zero-day vulnerability”







Are you doing in situ inspection of your chips?

Do you run custom BIOS to evade hundreds of binary blobs of unknown 
provenance?

Did you upgrade the firmware to restore the (weak) protections of secure boot?

Did you inspect the memory of your routers & switches recently?

Did your vendor do all this?

No, we’re not even close to doing that.

Still, tomorrow we’ll go back to thinking our networks are 
secure! 



:-(



However..

● Banks, financial institutions, governments still have an impressive track 
record of not getting hacked

● And the reasons are obvious:
○ Keep track of what services you run
○ Procedures to decide what they DO run
○ Updates, updates, updates!
○ Monitoring

● So please don’t give up because the state entities might be sending you 
hardware with implants
○ You still need to keep out the less skilled attackers

● But also lie awake at night if you don’t know where that firmware came 
from, or if no one in your org knows what a binary blob is!
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